AntiVirus & AntiSpam

SecurityPost.

Managing SPAVAS spam and virus notifications in
Microsoft Outlook by creating an e-mail rule to move
them into a junk e-mail folder.

The instructions and screenshots apply to Microsoft Outlook 2003; the processes for versions
2002 and 2000 are very similar. There is a separate document for Microsoft Outlook Express.

Rules and Alerts

To create the new e-
mail rule, click on the

E-mail Rules

Manage Alerts

Tools menu and select
the Rules and Alerts...

apply changes to this folder: §1I’1b0!‘: R R ey +

item to show the Rules
and Alerts dialog

(right).

If you have existing e-
mail rules, they will be

listed in this dialog.

Click the New Rule...

button to display the

Rules Wizard dialog
(below right).

Li‘}ﬂew Rule... Change Rule » 53 Copy... X Delete Run Rules Now... QOptions
Rule (applied in the order shown) Actions
Select the "Mew Rule™ button to make a rule,
Rule description (dick an underlined value to edit):
OK, l [ Cancel

Select the Start creating a rule from a
template radio button

In the Step 1: Select a template
section, select the Move message
with specific words in the subject to a
folder to highlight it (right).

In the Step 2: Edit the rule description
section, click on the underlined
specific words to display the Search
Text dialog box shown below.
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Rules Wizard

(%) Start creating a rule from a template
() Start from a blank rule

Step 1: Select a template

Stay Organized
3 Move messages from someone to a folder
. Move messages with spedific words in the subject to a folder
[ Move messages sent to a distribution list to a folder
Delete a conversation

¥ Flag messages from someone with a colored flag
Stay Up to Date
= Display mail from someone in the New Ttem Alert Window
il Play a sound when I get messages from someone
I; Send an alert to my mobile device when I get messages from someone

Step 2: Edit the rule description (dlick an underlined value)

Apply this rule after the message arrives
with specific words in the subject
move it to the spedfied folder

Example: Move mail with Project in the subject to my Project folder

X

Next= | [ Finish |
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Enter “SPAM: ” and press the Add
button. Enter “VIRUS: ”” and press the

Add button once again. It important that I
you include the colon and space (*“: ) as

shown so that the message rule does
not match just any occurrence of the

words spam or virus in the subject line.

Click the OK button to return to the
Rules Wizard dialog (below right).

In the Step 2: Edit the rule description
section, click on the underlined
specified word to display the Rules
and Alerts: Choose a folder dialog box
shown below.

Select the “Junk E-Mail” folder to high
and click the OK button.

If you do not already have a suitable Junk E-

mail folder in which to store spam and
notifications, click on the New... butto

(shown right) and follow the instructions to

create one.
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Search Text

Specify words or phrases to search for in the subject:

Search list:

"SPAM: T or
"WIRUS: ©

Rules Wizard

(¥) Start creating a rule from a template
() Start from a blank rule

Step 1: Select a template
Stay Organized
L™ Move messages from someone to a folder

Es Move messages with spedfic words in the subject to a folder
L3 Move messages sent to a distribution list to a folder
>< Delete a conversation
¥ Flag messages from someone with a colored flag
Stay Up to Date
5, Display mail from someone in the Mew Item Alert Window
4fl Play a sound when I get messages from someone
a Send an alert to my mobile device when I get messages from someone

Step 2: Edit the rule description {dick an underlined value)
Apply this rule after the message arrives

: i
move it to the specified folder

Example: Move mail with Project in the subject to my Project folder

Next> | [ Finish

X

Rules and Alerts

light it
Choose a folder:
= %ﬂ Personal Folders

ﬁ Calendar
|85 Contacts
5] Deleted Items (4500)
7 Drafts [g]
[ Inbox (5545)
éi Journal
La [2512]
3 Misc
o | Motes
(3] Outbox
[ sent Items
& Tasks

ﬁ Archive Folders
g~

3

i

K

Cancel

Virus
n

[IE2

X
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After clicking the OK button in the
Rules and Alerts: Choose a folder
dialog box, the Rules Wizard will be
revealed again.

Each of the values should be as
displayed.

Click on the Next > button to
continue.

In the Step 1: Select condition(s)
section, un-tick the on this machine
only condition (right).

Click on the Next > button to
continue.
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Rules Wizard

(%) Start creating a rule from a template
(D) start from a blank rule

Step 1: Select a template

3

Stay Organized
|23 Move messages from someone to a folder
s Move messages with spedfic words in the subject to a folder

L3 Move messages sent to a distribution list to a folder
X Delete a conversation

¥ Flag messages from someone with a colored flag
Stay Up to Date
5 Display mail from someome in the New Ttem Alert Windaow
ifl Play a sound when I get messages from someone
Send an alert to my mobile device when I get messages from someone

Step 2: Edit the rule description (dick an underlined value)

Apply this rule after the message arrives

with 'SPAM: ' or 'VIRUS: ' in the subject
and on this machine only

mave it to the Junk E-mail folder

Example: Move mail with Project in the subject to my Project folder

Cancel

< Back [ Mext = | [

Finish

Rules Wizard

Which condition(s) do you want to check?
Step 1: Select condition{s)

with specific words in the subject ¥
[ from people or distribution list

] through the spedfied account

[] sent only to me

[ where my name is in the To box

[ marked as importance D
[ marked as sensitivity

[] flagged for action

[ where my name is in the Cc box

] where my name iz in the To or Cc box
[] where my name is not in the To box
[ sent to people or distribution list

€

M on this machine only ~

Step 2: Edit the rule description (dick an underlined value)

Apply this rule after the message arrives
with 'SPAM: ' or 'VIRUS: ' in the subject
move it to the Junk E-mail folder

X]

Cancel ]’ < Back " Mext = l’ Finish
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The Rules Wizard dialog, as shown on
the right, will be displayed. It is not
necessary to change anything on this
page.

Click on the Next > button to
continue.

It is not necessary to specify any
exceptions.

Click on the Next > button to
continue.
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Rules Wizard

What do you want to do with the message?
Step 1: Select action(s)

move it to the spedified folder

O assign it to the cateqory category

[ delete it

[ permanently delete it

[ move a copy to the specified folder

[ forward it to people or distribution list

[[] forward it to people or distribution list as an attachment
[ reply using a specific template

[] flag message for action in & number of days
[[] flag message with 2 colored flag

[[] dear the Message Flag

] mark it as importance

|3

[ print it v
Step 2: Edit the rule description (dick an underlined value)
Apply this rule after the message arrives
and on this machine only
move it to the Junk E-mail folder
Cancel ] [ < Back ” Mext > l [ Finish

Rules Wizard

Are there any exceptions?
Step 1: Select exception(s) (if necesszary)

cept if from people or distribution list
[] except if the subject contains specific wards
[[] except through the specified account
[[] except if sent only to me
[[] except where my name is in the To box
O except if it is marked as importance
[[] except if it is marked as sensitivity -
[] except ifit is flagged for action
[ except where my name is in the Cc box
[ except if my name i in the To or Cc box
[[] except where my name is not in the To box
[ except if sent to people or distribution list
[ except if the body contains spedific words

|3

|
Step 2: Edit the rule description (dick an underlined value)
Apply this rule after the meszage arrives
with 'SPAM: ' or 'WIRUS:" in the subject
and on this machine only
maove it to the Junk E-mail folder
Cancel ] [ < Back ” Mext > l [ Finish
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In the Stepl. Specify a name for this T — X
rule section, enter “Move spam and N
. . . R Finish rule setup.
virus notifications into the Junk E-
mall folder,, Step 1: Specify a name for this rule
) |M0ve spam and virus notifications into the Junk E-mail folder
Step 2: Setup rule options
In the Step2 Setup I’ule OptiOI’lS |t iS [CJRun this rule now on messages already in "Misc™
recommended that you tick the [ Turm on this rule
Create this rule on all accounts tick [¥Ireate this rule on all accounts
bOX. Step 3: Review rule description (dick an underlined value to edit)
Apply this rule after the message arrives
with 'SPAM: ' or 'VIRUS: " in the subject
move it to the Junk E-mail folder
The Turn on this rule option should
be left ticked.
Click Finish to complete the creation
of the message rule returning to the
dialog below: Concel ] [ <Beck ] rex

The message I"U|-e Rules and Alerts
which you have just —
created will e ks [ At
automatical Iy move Apply changes to this folder: |Inb0x [ - |
Spam and Vil’us éuew Rule... Change Rule » 53 Copy... x Delete | &+ % RunRules Now... Options
notiﬁca.tions intO the Rule (applied in the order shown) Actions

Move spam and virus notifications into the Junk E-mail folder 35

Junk E-mail folder upon
arrival.

If you already have
spam and virus
nOtIflca'[IonS in you r Apply this rule after the message arrives
Inbox, then you may with 'SPAM: ' or "VIRUS: ' in the subject
. . move it to the Junk E-mail folder
wish to click the Run
Rules Now button
which will move them
to the Junk E'mail I OK. i [ Cancel ] [ Apply ]
folder.

Rule description (dick an underlined value to edit):

This will open the Run Rules Now dialog (not shown). You should then tick the
Move spam and virus notifications into the Junk E-mail folder mail rule and
select the folders to which it should be applied before clicking the Run Now
and

Close buttons.

You must click the OK button to close the Rules and Alerts dialog and activate
the rule.

It is important that you check the Junk E-mail folder regularly for notifications
about messages which may have been mis-classified as spam because these
messages can be only retrieved from the quarantine area for 14 days.
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Alternative method - import the e-mail rule from a file

(Applicable to Microsoft Outlook 2002(XP), 2003 and 2007 users only; users of other versions
should create the e-mail rule manually using the instructions above as a guide).

There is an alternative way of setting up an email rule in Microsoft Outlook to
move spam and virus notifications into a specific mailbox. This involves
downloading a Microsoft Outlook rule file and then importing it. This method
may be quicker for creating a message rule on a number of computers. The
rule file can also be used to create the email rule for Microsoft Windows
Server and Microsoft Exchange Server users using group policy.

Download the rule file from:

https://admin.spavas.net/SPAVAS-Outlook2003-Email-rule.rwz (Outlook 2003/7)

https://admin.spavas.net/SPAVAS-Outlook2002-Email-rule.rwz (Outlook

2002(XP))

and save in the My Documents or other suitable folder.

Follow the first step described above to display the Rules and Alerts dialog

(see above).

Click on the Options button to display the Options
dialog (right)

Click on the Import Rules button to display the
Import Rule from dialog (below right)

Open the appropriate

Import Rules from

Options [$__<|

Import and export

Import or export your rules to and from previous versions
of Qutlock

Export Rules. .. ]| Import Rules. .. |

Rules upgrade

oK ] ’ Cancel

folder and select the Look in: |[E‘| My Documents vl @ @ X Cu & - Tools-
rule file which you —2 Camisc
have just downloaded " By Musi
yRecent | [i{2)my Pictures
and then press the Documents || BBy yieos
n n. = [CIMy virtual Machines
Ope bUtto L[.a @My \iruses
(DI 21 < v S -Outiook 200 3-Email-rule.rwz
i,
My IZ;ocuments
My.C:I:mputer
[» File name: |SPAUAS-OuﬂookZUDE-EmaiI-ruIe.rwz V| [ Open l
My Metwork
Places Files of type: | pules Wizard rules (*.rwz) W Cancel

The Options dialog will be revealed again. Click OK to return to the Rules and
Alerts dialog. You should see the Move spam and virus notifications into the
Junk E-mail folder rule in the list. Click the OK button to complete the import.
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